BACHELOR OF CRIMINOLOGY AND SECURITY MANAGEMENT(BCSM

About the programme

Crime and security related matters have become a major concern in modern
society. In view of this development, it has become increasingly necessary to
enhance the capacity of institutions charged with these responsibilities. It is
in this context that, the Faculty endeavours to introduce a curriculum on

Criminology and Security Management.

This course will provide a rich resource and relevant skills to the police, prison
and private security firms. It will also enhance knowledge in social life,
causes and consequences of human behaviour, which will in turn contribute

towards an enabling environment for national development.

Expected Learning Outcomes of the Programme

By the end of the course, the learner should be able to:

1. Take up responsibilities in the dynamic Security industry as managers and
supervisors.

2. Demonstrate leadership and managerial skills and professionalism that
will enable them pursue personal development in specific areas of
interest in Criminology & Security Management.

3. Use the knowledge and skills acquired to take up entrepreneurial roles in
the country and provide employment not only to themselves but also to
others.

4. Develop and carry out Criminology & Security Management community
programmes to uplift the standards of living of the communities and the
country at large.

Mode of Delivery of the Programme

The mode of study for the Bachelor in Criminology and Security Management

Programme is Full Time. The programme will also be available in Part-time

and Distance Learning modes.

Minimum Admission Requirements
a) Atleast KCSE C+ r its equivalent.
b) Diploma In related area with atleast KCSE C Plain



BACHELOR OF CRIMINOLOGY AND SECURITY MANAGEMENT(BCSM

c) Pre-university Program with atleast GPA of 2.50

1ST Year 1st Trimester

Course Code | Course Title Credit
Hours
COMM 111 Communication skills 3
SOST 131 Sociology 3
BCSM 112 |Introduction to Criminology 3
SOST 136 | Introduction to Psychology 3
BCSM 110 |Introduction to Security Management 3
COMP 100 | Computer application 3
18
1st Year 2nd Trimester
Course Code | Course Title Credit
Hours
MATH 130 Basic statistics 3
BCSM 115 Criminal Justices System 3
BCSM 116 Theories of Crime 3
THEO 111 Christian belief 3
BCSM 117 Psychology of Criminal Behaviour 3
BCSM 118 Criminal Law 3
18
1st Year 314 Trimester
Course Code | Course Title Credit
Hours
BUSS 114 Entrepreneurship 3
BCSM 211 National Security 3
BCSM 212 Juvenile Criminology 3
BCSM 213 Law of Evidence 3
BCSM 214 Principles of Forensic and Criminal 3
Investigation
SOST 202 Introduction to Research Methods 3
SOST 108 Anthropology 3
21
OPTION 1 - SECURITY MANAGEMENT
2nd year 2 Trimester
Course Code | Course Title Credit
Hours
BCSM 112 Corporate Governance 3
BCSM 113 Physical Security 3
BCSM 114 Information Security 3
BCSM 113 Principles of Management 3
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2nd Year 1st Trimester
Course Code | Course Title Credit
Hours
COUN 251 HIV and AIDS 3
BCSM 215 Rehabilitation of Offenders 3
BCSM 216 Crime Prevention 3
BCSM 217 Criminal Procedure 3
BCSM 111 Introduction to computer forensics 3
BCSM 219 Intelligence Management 3
18
BCSM 311 Critical Thinking 3
BCSM 115 Disaster Management 3
18
2nd Year 3 Trimester
Course Code | Course Title Credit
Hours
BCSM 117 Personnel Security 3
BCSM 118 Reputation Management 3
BUSS 119 Organizational Behaviour 3
BCSM 120 Security Risk Management 3
BCSM 121 Business Continuity Management 3
BCSM 220 Occupational Safety and Health 3
18
OPTION 2 - CRIMINAL AND FORENSIC INVESTIGATION
2nd year 274 Trimester
Course Code | Course Title Credit
Hours
BCSM 111 Introduction to Forensic Psychology 3
BCSM 112 Forensic Methods and Techniques 3
BUSS 113 Principles of Management 3
BCSM 114 Introduction to Forensic Criminology 3
BCSM 115 Forensic psychiatry 3
BCSM 311 Critical Thinking 3
18
2nd Year 34 Trimester
Course Code | Course Title Credit
Hours
BCSM 211 Practice of Forensic Psychology 3
BCSM 212 Psychology of Forensic Interviewing 3
BCSM 213 Forensic Accounting 3
BCSM 214 Practice of Forensic Criminology 3
BCSM 215 Criminal and Behavioral Profiling 3
BCSM 216 Fingerprint Science 3
18

OPTION 3 - TECHNOLOGY CRIMES AND CYBER FORENSICS
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2nd year 2nd trimester

Course Course Title Credit
Code Hours
BCSM 111 Computer Systems 3
BCSM 112 Operating System Security 3
BCSM 113 Database Design and Development 3
BCSM 114 Windows Forensics 3
BUSS 113 Principles of Management 3
BCSM 311 Critical Thinking 3
18
2nd Year 3 trimester
Course Course Title Credit
Code Hours
BCSM 211 Forensic Application - WIN HEX 3
BCSM 212 Network Security 3
BCSM 213 Computer Forensic Incident Response 3
Method
BCSM 214 Geographic Information Systems 3
BCSM 215 Business Systems Design 3
BCSM 216 Forensic Computing and Electronic Evidence 3
18
31 YEAR SPECIALIZATIONS
OPTION 1 - SECURITY MANAGEMENT
31d year 1st trimester
Course Code | Course Title Credit
Hours
BCSM 211 Conflict Management 3
BCSM 212 Fire Science Management 3
BCSM 213 Security Investigations’ 3
BCSM 214 Retail Security 3
BCSM 215 Terrorism and Bomb Threat Assessment 3
BCSM 411 Project Management 3
18
| BCSM 401 | Industrial Attachment 6
3rd Year 274 Trimester
Course Code | Course Title Credit
Hours
BCSM 217 Guard Force Management 3
BCSM 218 Strategic Management 3
BCSM 219 Reputation Risk Management 3
BCSM 421 Human Rights and Criminal Justice 3
BCSM 422 Ethics in Criminal Justice 3
BCSM 411 Crime Scene Management 3
18
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| BCSM 401 | Research Project | 3 |

OPTION 2 - CRIMINAL AND FORENSIC INVESTIGATION
31d year 1st Trimester

Course Course Title Credit
Code Hours
BCSM 311 Forensic Psychological Assessment 3
BCSM 312 Criminal Intelligence 3
BCSM 313 Forensic Document Examination 3
BCSM 314 Death Scene Investigations 3
BCSM 315 Terrorism and Bomb Threat Assessment 3
BCSM 316 Project Management 3
18
|
| CRSM 401 | Industrial Attachment | 9 |
| 3rd Year 274 Trimester
Course Course Title Credit
Code Hours
BCSM 317 Computer Forensics 3
BCSM 318 Forensic Photograph/Video Documentation 3
BCSM 421 Human Rights and Criminal Justice 3
BCSM 422 Ethics in Criminal Justice 3
BCSM 321 Terrorism Investigations 3
BCSM 322 Crime Scene Management 3
18
| SOST 401 | Research Project | 3 |

31 YEAR OPTION 3 - TECHNOLOGY CRIMES AND CYBER FORENSICS
3rd Year 1st trimester
Course Course Title Credit
Code Hours
BCSM 311 Cyber Security Operations
BCSM 312 Computer Crime Scene Management
BCSM 313 Security Assessment
BCSM 314 Terrorism and Bomb Threat Assessment
BCSM 315 Project Management
BCSM 316 Investigative Data Mining for Criminal
Detection
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| 18 | |
|
| BCSM 401 | Industrial Attachment | 6 |
| 3rd Year 27d trimester |
Course Course Title Credit
Code Hours
BCSM 317 Cybercrime Prosecution and Defense 3
BCSM 318 Forensic Application — Forensic Toolkit (FTK) 3
BCSM 319 Computer Disaster Management 3
BCSM 421 Human Rights and Criminal Justice 3
BCSM 422 Ethics in Criminal Justice 3
BCSM 322 Crime Scene Management 3
18

\ BCSM 401 | Research Project \ 3 |




